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Abstract

This paper presents a fast and efficient approach for the fake gunetecdetection with minimum number of features.
Typically, this approach evaluates the performance of the systemirfonum number of features required to check the
Indian Currency Note. This system first check the currency note by its coritermimimum number of features then,
validate it by some unique features from the guidelines issued byvBeBank of India (RBI). The use of minimum
number of features, which are essential to check valid curreriey adrecreases the computing complexity of the system.
The system has been tested for ten different denominations ofavaliflake currency note both. Experimental results
demonstrate the success rate of Fast Fake Currency Note Detector (FFCND) by imtiffedeny types of features.
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1. INTRODUCTION

Currency is thebackbone of the economy of any country. In the developing coufikéetdia, currency
matters a lot. The currency is used for every exchange of services, gaddshings. Before the
demonetization, the currency notes, which were in use were of INRO160, 100, 500 and 1000. But after
the demonetization the 1000 Rupee note is totally banned and RBI heb $8sue new currency notes viz.
2000, 500, 200, 50, etc. The neighbor countries and some orgamiadtiays try to make imbalance of
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economy in the country by circulating the fake currencies. The advaecbdiques of color printing,
scanning and duplication makes easy to print duplicate or fake noteh, whies easier to circulate the fake
currency note in the market or society. The chances of currency dupliaationcreasing day by day. It is
very necessary to stop the duplicate or fake notes in the market. Tio@lrpeocess requires 10 minutes to
check and validate. It is time consuming and tedious task and sometimessd hot possible to identify all
marks correctly by the human that is why some kind of automatic neashiequired for this purpose. These
days researcher are taking interest in developing the techniques to cheadtetharfency. The development
of fast automatic detection methods are now necessity for our countmgrtiifjidake currency. The digital
image processing is one of the approaches that can be useddhpitey such kind of machines to identify
fake note or currency. RBI has set the rules and guidelines for ladieeancy and also circulated the list of
features of real note. One can easily recognize which currency mitplisated by checking or compagin
with standards given by them. These features comprises color, identifioait and security thread etc. The
list of such features is mentioned in the next section.

2. RELATED WORK

The Fast Fake Currency Note Detector (FFCND) is similar to the Content Based ImageaREéGENR)
system. These days many researcher are working on designingsf falkle currency detector algorithms.
Some of the work has been investigated to find gap for this work.

The Hassanpour et al. has proposed a technique for paper currency recagtlitithree characteristics of
paper currencies including size, color and texture. They proposed thabgymage histogram, the plenitude
of different colors in a paper currency, and the Markov chain gbiaenodel texture of the paper currencies
can be utilized for fake paper currency detection. They tested the efficdérntbhe model for currency of
many countries and found suitable for those country currencies.

Hassanpouet al. have used only texture feature for a new denominatiombi@nkl hey proved that their
system can detect the fake note oriented in different directions. Rlidveyworked on the currency of USA,
UAE, Europe, and Iran. They found that their system worksalgquvell for paper currency of these
countries.

Md. Sarfaraz has worked for finding the interesting features andlaton for recognizing Saudi Arabian
paper currency. Their system uses a Radial Basis Function Netwalagsification. From the results they
found that the method is quite reasonable in terms of accuracysybtem was also tested for the fourth
series (19842007) of currency issued by Saudi Arabian Monetary Agency (SAMA).

Support Vector Machine has been proposed by Chang et al. for pamgrcgwerification. They have ude
crucial features from banknotes by using some low-cost sensorgldotifying fake paper currency.
Furthermore, due to good classification ability of SVM, the proposed wmeker and it also needs low
computing power due to the use of a linear kernel.

A novel camera-based computer vision technology to automatically recdgmkaotes was developed by
Hasanuzzaman et al. for assisting visually impaired people. The banknoteitienogystem has use of
robustness and effective featurebef checked the system against the variety of conditions, which elud
occlusion, rotation, scaling, cluttered background, illumination changejpweiat variation, and worn or
wrinkled bills. They found that the proposed framework by uSipgeded Up Robust Features (SURF) is
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robust and fit for all above mentioned conditions. They have usetlitd&ncy to check the efficiency of the
proposed technique. Use of this technique for bind users is theathaintage of it.

Santhanam et al. have used an innovative method to identify the countertmiicguim his method uses the
polarization concept, Image processing technique, and Holographic Detection sniethdtect counterfeit
currency based on the physical properties of the currency. They dumpared the optical light passing
through the Holographic images available on paper currency. The resultsrareffinient than the chemical
property based detector like magnetic ink detector and UV Ray detector.

A new image feature, the color correlogram is defined by J. Huaalg fetr image indexing. This feature
helps to distillate the spatial correlation of colors. It is both effective angh@msive for content-based image
retrieval. The author have experimented for different light condition,vaawling positions of the detector.
The result proves that correlogram robustly tolerates large changepearapce and shape caused by
changes in viewing positions, camera zooms, etc. Hence, it can béousettlitional feature for any fake
currency detector.

H- and S-component color auto-correlograms and V-component BDIP bitiifgrence of inverse
probabilities) and BVLC (block variation of local correlation coefficients) feasturave been proposed by
Young et al., which effectively measure local brightness variatiothéogal texture smoothness, respectively.
The moments considered by them helps to increase the recall anibprpeimmeter as well. He suggested
that the approach can be used for identifying the equivalent inmegége basis of similarity in colors and
shapes.

Roy et al. have developed Automatic authentication system for Indian papey.nitvey have used Image
processing and pattern recognition techniques for designing the syltem.analyzed the ability of the
embedded security for detecting fake currencies. The results have agped for both accuracy and
processing speed. They also highlighted the use of security featunegpfoving the system accuracy.

3. UNIQUE FEATURES OF INDIAN CURRENCY

In addition to features used for CBIR many features highlighteRRBlycan be used to identify the real or
fake currency note. These unique features for front side of INR &@0€hown in the figure 1

RESERVE BANK OF INDIA|

13 1 25 (5% 4 5 6 7 8 20 [0 S 1125 13

Fig 1. Front side of Indian Currency note of INROQ0O
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1. If the currency note is placed against the light, the register with deattomal numeral 2000
can be seen at location marked as 1.

2. Latent image with denominational 2000, can be seen, when thadiarik held at 45 degree

angle at the eye level.

Devnagari font is used for Denominational numeral 2000.

Portrait of Mahatma Gandhi is marked in the middle.

Micro letters ‘RBI” and <2000°.

Colour shift windowed security thread with inscriptions Bharat Hindi), RBI and 2000.

Colour of thread changes from green to blue when the note is tilted.

In the right,Governor’s signature and RBI emblem are identification marks defined by RBI.

Mahatma Gandhi portrait and electrotype (2000)watermarks

9. Number panel with numerals growing from small to big on the fapeleft side and bottom
right side

10. Denominational numeral of INR. 2000 in colour changing ink(gredrbare) on bottom right

11. Ashoka pillar emblem on the right

12. Horizontal rectangle with INR. 2000 in raised print on the right

13. Seven angular bleed lines on left and right side in raised print

oo AW

© N

The unique features in backside of INR 2000 are shown in the ffgure

Fig 2. Back side of Indian Currency note of INRORO

14. Year of printing of the note

15. Swachh Bharat logo with slogan

16. Language panel towards the centre

17. Motif of Mangalayaan-refleaig country’s first venture in the interplanetary space is the
seventeenth features of INR.

From the above mentioned features, only selected five unique features rardt@ased Features have
been taken for this work to take the final decision of Fake Currency
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4. FAKE CURRENCY DETECTION SYSTEM

The Fake currency detection system is shown in figure 3. The prased to recognize the fake currency
involve various steps as described below. The systematic comparisonesfcgunote is divided intbwo
sub-systems: On-line and Off-line sub-system. The off-linesymibm only provides the important
information about the currency to check and validate it. But the on-lirsystaiin extracts the features of
the acquired image of currency. The remaining working is desciib#t following sections. [Bhardwaj,
Gaur]

Image Feature
Acquisition and »| Extraction
Resizing
On-Line .
Comparison
Off-Line
A 4
Stored Features Output
(Original
Currency)

Fig 3. Fake Currency Detection System

4.1.1mage acquisition

In the online subsystem, the first step is to acquire the imagerehcy note with good sensor camera.
Later it is resized for a particular dimension of 200x600 pixels. After resitirgimportant Region of
interest (ROI) now will at proper place. Now, these points will beaatdsrd location, which will help the
system to take correct decision.

4.2.Feature detection

Next step is to extract the features of testing currency note to compana ithieostandard database of
original currency note of the same price. Some of the unique featurRE gliideline and basic features of
Content Based Image Retrieval (CBIR) viz. Color, Shape and Texture, aréousde decision for Fast
Fake Currency Note Detector (FFCND), whether the currency is officiallypoazgld or bogus. These
features are described as follows:
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4.2.1 Color features
The color is the prime feature to decide the expected currency valusbéedhcurrency note has its own
color e.g. if the color is pink, it means currency is of INR.@&0@nd if the color is green the currency is of

INR 500/- etc. For any image the color is represented by some colal.nk@d the proposed work in this
paper, HSV (hue, saturation, value) color histogram have been takéisfpurpose.

In color or HSV color histogranthe three color component Hue (H), saturation (S) and Intensity (V) are
separated by the following formula. [Ryszard S. Chora’s,]

~ _1¢ 1/2(R—G)+(R-B)

H = cos {\/(R—G)2+(R—B)(G—B)} (1)

§ = 1 — 3min RGB)] X
v

V=2(R+G+B) k

Color correlogram characterize the color distributions of pixels. It aesthe spatial correlation between
the pairs of color. Let be an image that comprises of pikglj). Each pixel intensity defines a certain color
or gray level value. Letd] be a set ofG levelsg;, &, . . . , @ that can occur in the image. [Ryszard S.

Chora’s,] For a pixef let I(f) denote its level, and letl, correspond to a pixel f, for whiclff) = g.
Histogram for leved, is defined as:

hyeD = T IF €1y @)

Second order statistical measures are correlogram and autocorrelograid] dendte a set db fixed
distancesl;, d,, . . ., ¢. Then the correlogram of the image | is defined for level(ggig,) at a distance as

(@) Pr

Yoxay = fi € Lyx. fo € Iy, [fz € 1gx||f1 —-f2= d|] (5)

The equation 5, gives the probability of occurrence of a fixala distance d, iacertain direction from
the given pixef; of levelg,. Autocorrelogram captures the spatial correlation of identical levels only
d d
ag? (1) = yg5 () ©6)

4.2.2 Texture

Texture provides important characteristics for surface and object identifi¢atitifferent types of image.
For the comparison on the basis of texture content Gabor wavelength, powerspectra, co-occurrence
matrices and wavelet transform can be used. But in this paper, ondjetvaoefficients have been included
to compare texture of Indian Currency Note with texture of valid Cayrbiote
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Wavelet transform is the decomposition of a signal with a family df sghogonal baseg, ,(x)
obtained through translation and dilation of a kernel funafi@n) known as mother wavelet which is given
by,

lpm,n(x) = Z—m/zw(z—mx -n) (7)

Wherem andn are integers. Due to orthogonal property, the wavelet coefficientsigfia $(x) can be
easily computed by,

Emm = J2, () Y n (¥)dx ®)
And the synthesis formula is

f(x) = Zm,n Cm,nwm,n(x) (9)

f(x) Can be recovefrom its wavelet coefficients, which are nothing but features to conipanare of
an image. Wavelet features are sufficient enough to compare texture exfoyuthat is why other texture
based features have not been taKeianhorng Chang and C.-C. Jay Huo

4.2.3 Shape

In addition to the above two types of features, shape features are mamtfubaderms to measure
similarity between any two images. For the comparison of the shape in the currency note Hu’s moments
have been taken for this work.

The image shape feature plays a very fundamental role in imageficddissi, so the effective and
efficient shape descriptors are the key component of the image represe@katisical geometric moments
myg Of an image y, are calculated with the following equation:

Myq = ch/’:l Z)I\zlzlxp v Ixy (10)

This allows computing the centre of mass of the image, and ofjianrén case of a binary mask.
Centralized momentg are geometric moments of the image computed relatively to the centre ofxinass

).

(,7) = (T, mor) -
Hpq = =1 Zgzl(x —OP (v =3y 42

Centralized moments are invariant under translation. To enable invariancéetonscaalized moments
Dpg are used:
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Dpg = v (13)
Where y = pzﬂ + 1,Vp+Qq>2][S. Conseil , S. Bourennane and L. Martin]

Hu [M.-K. Hu] proposed a set of orthogonal moment invariants, which can befarsedale, position, and
rotation invariant pattern identification. They are computed from normalizecentem,, up to order three,
with the following formulas:

I} =150 + 1o (14)

I, = (020 — Mo2)? + 401 15)

I5 = (930 — 3012)* + (3021 — Do3)? (16)

Iy = (30 — 012)* + (21 — Mo3)? (7)

Is = (930 — 3012) W30 — D12)[(30 — D12)* + 3(M21 — De3)] + (3021 — Do3) (D21 — Vo3) [3(030 —
p122+521—-p032 (18)

Is = (020 — M02) [(30 — 012)% + (021 — N03)?] + 4111 (W30 — D12) (W21 — Do) (19)

I; = (3021 — D03) (030 — D12)[(M30 — IJ12)2 =321 — 1]03)2] — (930 — 3012) (021 — No3) [3(n30 +
p122—-p21+p032 (20)

The above Hu invariants are calculated with the geometrical moments of tbe oégnterest. The six
descriptors, in the first six equations, encode a shape with invariat@nstation, scale and rotation. The
last descriptor ensures skew invarian@e.Cponseil , S. Bourennane and L. Martibju invariants provide a scale,
orientation and position invariant representation of the shape of an objeatdt,cah also help in recognizing
the unique identification marks given by RRER distance measure was used to find similarity measurement
between the stored standard feature and the features of query imageehedaisimple and robust. The
formula for 12 distance is as follows:

d = 5% fon— fon]’ (21)

where,d, N, fs, fy, are the distance, total number of featurdsfeature of standard currency note affd n
feature of query currency note respectively.

5. RESULTSAND DISCUSSION

The proposed approach has been implemented in Matlab-2017(b) asdogiter results for currency note
checking. The complete stages for a currency note of 500 INR axa shdelow.
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File Edit View Inset Tools Desktop Window Help ~

NS R ARROPDEL- G 0E =

Fig 4. Input Query Image

After resizing the currency note, colour histogram approach is apphedesultant image is shown in fig 5

File Edit View Inset Tools Desktop Window Help ~
DNEER | M RNANTUDELAL- S| DB am
histogram of H component
08
0.6
04
02
00 05 1
x 1bfstogram of S component x 1fstogram of V component
3 4
2 3
2
& 1
o 0
0 05 0 05

Fig 5 Histogram curve of currency notes of 2000 ar@ 50

In addition to colour histogram other features viz. colour-auteelogram, wavelet coefficients and Hu’s
moments were used to identify the fake currency note. The additionakuieigtures to validate the currency
note are shown in figure 6. The validation process was divided inotasteps: without ultra-violet light and
with ultra-violet light. In the first step of validation, only four predefl part of currency note are compared
for their uniqueness as shown in figure 6

File Edit View Inset Tools Desktop Window Help ~
DEHL | RIAKNOBDELA- S| 0E oD
identification mark 1 identification mark 1

Fig 6. Identification mark (validate stagh
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In the second step of validation, the currency note was again scanhedpiesence of Ultra-violet rays as
shown in figure 7. The security thread is properly cropped camdent of this thread is compared with
standard list provided by the RBI.

File Edit View Inset Tools Desktop Window Help F E Viln Tc Des Wir H ¥
DEAS KM RRIOVLEA- S0 aD ODcde|hai-”
UV exposed INR 2000 Identification mark 5

Fig 7. Identification mark (validate stagh)

The result is summarized in the table 1. One fifty individual currency netéefodifferent types as of
currency have been taken for the experimentation and their results are cofgpadédterent types of
features.

Table I. percentages of correct recognition

Currency Color Texture Shape Five unique
features

1 79.33 76.67 80.67 85.33
2 79.33 77.33 91.33 88

5 76 75.33 82 89.33
10 88.67 90.67 90.67 88.67
20 66.67 66 66.67 88

50 82 66 78 86.67
100 80 76 82.67 86.67
200 66.67 95.33 95.33 86.67
500 88 88 88 93.33
2000 88 84 90.67 94.67

The graph for recognition efficiency is shown in figure 8
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Fig. 8 Currency denomination versus efficiency

The acceptance of correct note and rejection of fake note is consideredeasiaorecognition. The
result shows that the recognition rate is higher for the unique feased identification.

6. CONCLUSION

This paper proposed a Fast Fake Currency Note Detector (FFCND) forrchéo&iauthenticity of the note
for various types of features. The results for each individualdf/features (color, texture, shape and unique
feature from RBI guideline) were also tested as shown in table 1. Eacim the table shows the role of
individual feature in the final decision. The first contribution of thigeziment is to find efficiency of each
feature. The second contribution was to demonstrate the use andamepoof unique features for the final
decision. Finally, the system was tested for hybrid features copsitteee color, eight texture, seven shape
moments and five unique features. The average system efficiencypeweased almost up to 89%. It shows
that system can be practically used for detection of fake currency ndteeri-tine accuracy can be increased
by considering more number of features or by implementing feggtem for final decision. The FFCND can

be used in currency counting machines for finding fake nelbds counting
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