AN ICT DRIVEN SECURITY MODEL TO IMPROVE VIGILANCE

In so many countries some of the companies andnizgtions lose their valuable properties due tdfiziency and
inconsistency of some of their security persontie$ use to happen because of unavailability ofisgctracking system
that can monitor and track all the security pergnwhen developing a security tracking system, @GR& Android's
Network Location Provider can be utilize to acquine user location. Android's Network Location Fdev determines
user location using cell tower and Wi-Fi signalgyding location information in a way that worksdioors and outdoors,
responds faster, and uses less battery power. fBonothe user location in this application, one oaa both GPS and the
Network Location Provider, or just one. Here we d¢eack the positions of the security personnel thiat holding the
Device constantly for period of his working hourdagave them on a well secured remote database iapldylthem on
google map in a webpage. So, that if a personneéteés found to be in a prohibited area it carebsily traced out. It
can also help to create a daily log of deviceeach and every location visited by the securityspaenel that hold the
device in a day.
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Introduction

For so manyyears back many nation’s security divisions have suffered because of inefficiency and laziness of some security
personnel , some security personnel can just decide to leave theiupogtwlorking hour without any notification, and at this
present time something critical can happen that can be costly to the organimatarse of their negligence and incompetence and
that might not be traceable to the source of the problem and we midie able to know the officer or the personnel in charge,
that is why it is of a great necessity to introduce a research on hoanttormany security personnel of any form of organizatio
like, Higher institution (universities, polytechnics, colleges of educatiod)other organization like financial institutions, insurance
company and so on with a tracking system that is almost closd tomearacking system using Global Positioning System(GP S)
and Wi-Fi including the database that is going to be saving the position cdeagity personnel in 10 min with their ID and the
android app to be developed and installed on each android base operatimgnsgbile phone of each security personnel with their
ID, So that if a device is found to be in a prohibited area it can be easilgf tatand so that no unauthorized devices can enter or
leave the area without notification to the server. With the advent ofidnuitone at very low cost the lazy security personnel can
be supervised.

Various GPS-based tracking systems have been successfully deploygilizadiin various applications such as fleet and vehicle
location identification, and in route guidance. Recently, systems thatateeg@PS and GSM technologies with Google earth t
provide real-time data have also been proposed. Global positiontegnsyand mobile phone networks make it possible to track
individual users with an increasing accuracy.

Background:

In some years back monitoring the security personnel of a spegjéiniration is very difficult and base on manual approach such
as each department having their supervisor that check on them dumikipg hour, and the research make us realize that the
approach is totally unsuccessful because a worker can know specifibaityto be inspected by the supervisor and try to keep to
the time. To solve this problem, Automated tracking system can et using android application of a very low cost that can
easily obtain the location of each of the security personnel in evenyiteite of their working hour which is very close to real time
tracking and this is going to assure the management of thaipagjon that the work is going properly without fear of lossshr r

in all aspect of the organization. All board of director / chairman and prirafij@@r of all organization want to be sure that there
is adequate security in their organization to prevent loss of anyahkihtb be sure that all the security personnel are all doing well
in respect to the work that has been entrust to their hands. Furtherngliigenee and laziness has been an issue that many
organizations face nowadays, and all these issues are very oneroutleddramany organizations over long time.

Review on L ocation Aware Computing Using Android Operating System

(Zohaib et al, 2008) has put forth the major challenges faced in designbiguitaus application. Android operating system is
suggested as a best tool for designing context aware applications. Towardd,thateor had featured an analysis report on
performance of various mobile devices for a location aware computing.

(Xianhua et al, 2009) in their manuscript have described on the anatomgiroidharchitecture. Components of Android platform
such as Activity, Services, Content Providers and Broadcast Receivermtseduced thus providing a better insight of application
development.

Review on location based service



(Sandeep et al, 2009) have outlined the significance of location based semitemldgical development in an exponential manner
have paved a way to access hardware directly by customized application énseidh@s GPS, web service, programming casnera
were elucidated. Ubiquitous Computing is an emerging technology and hisHatlenges in design, modeling and user interaction
which are identified and implemented in this organizer application.

Review on mobile location and tracking application

(Abhijeet Tekavade, 2013) in “Mobile Tracking Application for Locating Friends using LBS” presents an approach which uses the
GPS as location provider through geographic location for mobile netw@tknon Amir, 2004) in “Buddy tracking efficient
proximity detection among mobile friends” present an approach to maintain information about social sites using dynamic
coordinates using centralized and p&epeer servers.

Review on ambiguous GPS Vehicle tracking and management system

(Almomani 2002; Ahmad et al., 2002). in a “ambiguous GPS Vehicle tracking and management system is proposed” this system
architecture design in a way that it is offers maximum accessibility fas#reanytime anywhere by providing two type of end user
application a web application and mobile application, the architecture of the systemdshadient-server, in the server side it
contain a GPRS a web and SMS server along with database to store user details Asdfatatiae client it is a box that contain
GPS tracker and GSM modem when the user request location from the mebiler application after registering and logged into
the web server an SMS request will be sent to the GSM modem in client devitiertheevice response using the GPRS which
will be received by the GPRS server and forward it back to the SMS server tiveay1S server forward the response back to the
web server and this project was designed for fleet operation in mogitbiinng behaviour of employee or parent monitoring their
teen driver.

DESIGN OF THE SECURITY TRACKING SYSTEM

System analysis and design involves people and technology. It is sepafatistem into subsystems that work together to support
the system for study and the interpretation; detailed examination and desigmmasqdirement specification worked out during
the analysis phase. Thus, the analysis of the design of thespeajried out to describe the system development activities involved.

Flow Chart

This is a diagram that shows the connection between the differentstaga®cess or part of the system. Hence, depict the pictorial
representation describing the process being stuffigdre 1 the flow chart showing the flow of process carried oseourity
personnel tracking system both android application and web application reslyectiv
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Figure 1: flow chart for the android mobile app
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Figure 2: Flow chart that describe the function of the web app of the system
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Working of GPS: The global positioning system (GPS) is a space based satellite navigationtbgsteravides location and time
information in all-weather condition, anywhere on or near the eartrevhere is an unobstructed line of sight to four or more GPS
satellite. The system provides critical capabilities to military, civil and commercial usarglah® world. It is maintained by the

Figure 3: Block diagram of the system

United States government and is freely accessible to anyone with a GPS receive

Network provider

Network provider is a business or organization that sells bandwidttwork access providing direct internet backbone access to
the internet and usually access to it network access point (NAPs)ofketarvice providers are always referred to as backbone
provider or internet provider and it can consist of telecommunications cogspaata carrier, wireless communication provider,

cable television operators offering high-speed internet access



Mabile application

Mobile application function is to be getting the location of the mobile phondecauith the time that phone is located in that
specific location time to time and save it in the database created on the phaisoaahd it to the remote server

Remote server

Remote server is a running instance of an application (software)leagfadccepting requests from client and giving respons
accordingly. It runs on any computer including dedicated computefiacilitates the clients to share data, information or any
hardware resources. The client typically connects to server through thelnbtw may run on the same computer in the context
of IP networking, a server is a program that operates as a socket listener

Database

Database is an organized collection of data. The data are typically organized to medebhsgality in the way that supports
processing requiring information. This database collect all the data andatifumrof each client send by the mobile app and save
the for the use of the web application to view all their location (latitude, lalggand time) on Google map

Web application

Web application or web app is software that runs on a web browsezated in a browser supported programming language (such
as combination of html, css, JavaScript and php) and it relies on web btoweseder the application. This specific web app using
for this tracking system will have many specific web pages, the firstpagb contain front page that allows the administrator to
login the if the login is successful it open the home page, follpothd® next page that allow the administrator to view all the user
that is available on the system and this will be done by the function that will et aer from the database and the tracking page
will display all the locations and time that will describe the movement of #reousthe map

Use case diagram
The uses case diagram describes the interaction and the relationship betweecoafigbnent of the system including the client
and the roles of the client on the system and the administrator includirads on the entire system
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Figure4: Use case diagram of the system
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I mplementation of the project
The project, (security tracking system and necessity of timibgiproject that has two phases of software mainly using tottrack
consistency and movement of security personnel
Thefirst phase
The first phase of the software is an android base application, that is gbmgn&ialled on android mobile phone, the application
will run in the background and it has no interface and it going get ¢hédo of the mobile phone in every ten minute and send it
to remote server (url), the location will be received by a PHP script then sulihgtdatabase.
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Figure 6: android phone with the application

The second phase
The second phase of the software is web application that gives accesatbnihistrator to perform many tasks. This web

application includes many pages that simplify the task of the administraegneent to make the task sequentially execute.



Logging into the system

Immediately the administrator enter the URL of the tracking site thep&igst that will load is an authentication page that check
from the database if the user name and the password providesl dgyntimistrator is correct from the login page and if dne o
the user name and the password is not correct then the system return an error “INVALID LOGIN INFORMATION” to notify

the administrator that the login information is wrong

The screen shot bellow shows the login page of the of web application
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Figure 7: the login page of the web application

Home page
This is the page that load immediately the login is successful and it edptisefunction of system to the administrator such as
register user, register personnel, view device, add new device, assign lavicdevice, about us page and logout

function.
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Figure 8: Home page of the web application

Register user page
Register personnel page is a page that allows the administrator to shaetstaother user. It is a page that administrator use
to create permission for sub user and assign the role that the ugparfgilim on the system and the user created by the administrator

cannot work beyond the permission of the administrator.

ST
Figure 9: Register user page of the web application

Register Personne Page
Register personnel page is the page that allow the administrator to registerdikih and the security personnel that will be

handling the those android mobile phone, immediately when the admatimistlick on submit, the data send to the specified table



in the database and then create a view table that float to the right for the aidtomtn the same page for the administrator to
view all the data entry without checking the database. Its also perforndate @mytime the administrator input a personnel id that
is already existing.

Figure 10: Register personnel page of the web application

Register device page

Register devices page give platform for the administrator to inpuethelavice name and the device number before the assigning
of the device to the security personnel it has a php script that retrievdatmeation from the database and display it on table on
the same page. It has a table in the database that the entire device name anthltbesr ame stored in the database. It also have
two specific functional key “ add new and delete ” add new button submit new input and display it on the table and the delete button
remove the input from the database and the table on the page
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Figure 11: Register device page of the web application
Assign device page
Before a location of a device been sent to the specified URL, theedaust be assigned to personnel, whemevice is been
assign to personnel automatically the system read the date and the tintleafr@mesent hour before starting sending the location
to the URL and from the URL the php script acceptdtitude, longitude and the time then send to the database. On this same page
you can also unassign personnel from a device.

Figure 12: Assign device page of the web application
Track device page
This is the page where tracking each devices is been carry out, all the active devteesveb app will display on with their id
and the name of the personnel that the devices is been assign torensbrit also display the full address of the personnel, the
phone number, date and time couple with the “view button” that will take the administrator to the page that will display all the
coordinate “at and long” of a specific personnel that hold a specific phone id. Its also include search that allow admin to have access
to the history of the tracker, for instance the normal tracker page tratcketty day but to view the formal locations that is not
recent the search is needed.
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Figure 13: Tracking page of the web application

Google map that will display immidiatly after a click on view location.
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Figure 14: Google map display multiple location
Implementation of database
This database holds all the data sent from the web application and the mobile appticatyoafism of the entire system its help
the programmer to implement the project in an easiest way and akoinformation store to be retrieved. The database for this
project consist of six table that hold each data of each application thahisdrgdrom the android mobile app and all the pages on
the web application.
Administrator’s table
Administrator table in the database store the admin user name anddassdidt also store the new user name and password
create by the admin on the register new user page on the web application
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Figure 15 Database table for administrator login

Devicetable (add new devices)



Device table store the device name and the device number that is inseghthdounew device page on the web application then
process the information for further use before the device is toassémn to a personnel.
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Figure 16 Database table for add new devices

Assign devicetable
Assign device table consist of five fields that store different value likepeesid , phone id, date , time ,and check assign that

€ oy 3 AR
pholiidinly 59 Seveccabos B Db et ) 5 T dvic s
= EBowse goncure JS0L ) Searh Selnset imy
@@ . = a8, et BPxpon Binpor Fopectors Feapy F0op
 Showing o 0318, Qe o 0 0 )
Daalest |z
PR P
’ [ Py £ [ Elan S0L ][ Cee PP Cae [ Refesh ]
projects)
Bum e
2aw Stow 3 mqs]smgéumunzﬂ_!] )
é:";—“’-‘ n "“?’“"?‘ v i et 1) s
B sent th Sutbyhey Nove
+gtons:
SN personnel id phone i time  day  check assign
04X 0/ 0 Res aues |
04X o TOUN (B0 B0E DS 0
O % B TRDY (060 RN 24E 1
004X & RTEN (B0 13064 AME 1
1 ChucklliUncheck M W ookt 2 X B
Sow el statnghom ot |
i bzl /o g s 10 cls
uery sl operat
L Firtvien Pt fith i) B Exor 2 CREATE VEW
= Dpen newy phokboddme wmden

Figure 17: Database table for assign device

L ocation table

Location table consist of five fields that stali€ferent value like phone id, personnel id, latitude, longitude, time and date. It’s also
responsible for sending back the entire coordinate store to the trackerefageitbeen display on google map.
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Figure 18 Database table for location

Security information table
Security information table store all the security information like firstaamiddle name, last name, address, phone number,
personnel id, next of kin, next of kin address and next of kingghomber.
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Figure 19: Database table for security information

Summary

The relevant and great capabilities of tracking system that comprises phages application that is developed to monitor all the
security personnel that will work for an organization, to make surprtigerties that belongs to the organization are save and to
reduce risk to a minimum level. There are various types of trackatgras that has being implemented over the years like integrated
Vehicle Tracking System, another one is mobile antitheft used for trabldcky stolen or lost mobile. This research work is
implementing another tracking system that is an android mobile applitatiea on android phone. This is a powerful application
that can be used to discover if all the security personnel of an organizetfiorm their duty according to the requirement of the
organization. All this will be done sequentially, firstly, the mobile phom@iegtion will get the location through GPS then sends

it to the server and after that the administrator is the only eligible pers@mwtall the location of any user ID that exist on database.
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